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X2 VT 4 O—RFANZ OV TER L, STEHEWY 6 HTI, EFEBOV A S—kx
2V 7 4 BT ATRAIEBEUMRETRIIBIIZAR N Z 7T 4 RO TEL
ORI 2 BEBAE R 5, FRAITEIZOVW T, ZRERBSRMEEHI
EET 3. MREFTHRIZSWVWTI., £ ToEEBGESE /T -HBEEL2TERT 5,

ASCEIL, IMDRF BMER LIERBROYA N—FX 2 V F 4 I LERAOT A
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AREMEELZREEL VD, ChHOEREHERET, ERBROXTA 7L 70
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LV, ZOMOBHENETHD [IMDRF/SaMD WG/N12 FINAL: 2014] @ 9.3 TE T,
BEEEZERTOHREOBRBREF 2V 7 4 OBERIZTOVWTERSINTE Y, EFHEERY 7
b =7 (Software as Medical Device : SaMD) OE#BEX 2 ) F 4 ICHETI3% >0
EERXEEDONATWA, '
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T T4 ARRETAZLERNE LTERERE, AXETHE, BEESE, ~ A
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1E & A EDRFISFIT. ZOHEBEEREROZEERUERICBRES N TV AT,
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FEOHERBHEL 2 REND, T—F 774 R —DREE, TOMOEELERETHD
2, AXETHERSGE» OB T D, 6T, AETH, BEXEEFOLERIDICE
?6%4”“f419?4%ﬁﬁﬁ%#6ﬁﬂ?50%ﬁ%%@ﬁ%ﬁ@@t#:ﬂ?

IS BRA N5 7T 4 AOWTR, KREESRERNTFFEET (National Institute
of Standard and Technology : NIST) @A /\—-{259::. VT 4 7 b—AhT— 27 BNIEHIE L
LTHOEEREEIZRIZ LTS,
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YA = F2 )T 4O PF b, BERUBESMEICOWT, BHEEEZR L
RIS ZBRILT D DIBEVERIA DR v —%RET 5.

&H\E%&%@ﬁﬁ%%@@ﬁﬂwmuf\ﬁM@ﬁ%$ﬁﬁ%E&&@%é:t
CEBETAMNERDS, y

3.0 B

AXEBCTHWNHABEVESIL. UTIRLUEERE, TUIC IMDRF/GRRP WG/N47
. FINAL:2018 [z ¥#$ 5,

3.1

32

33

34

3.5

3.6

3.7

38

BE (Asset) : A, HBREEITERFIZ Lo THEDD B, WRHILTF D Z AR
DT 47 4 (ISO/MEC ITC 1/8C 41 N0317, 2017-11-12)

T (Attack) ;QE@ME‘ﬁﬁ‘&@h\%ﬁm,%ﬁ\xﬁﬁﬂénrm&
W7 ZEAE L MERADORA (ISO/NEC 27000:2018) :

SREFE (Authentication) : = F 4T 4 OBEMOEYSHICET A{EIF DR
(ISO/IEC 27000:2018)

HEIEME (Authenticity) : =27 47 4 OEMRME (ISO/IEC 27000:2018)

HERRAT 5 (Authorization) : $HED(TE, F— X BRUMRICT 72 2T B 0%
EEftE+aZ 8, (8027789:2013)

SR © 1SO 74982 DER (RO, 77 R IESE T 7 R ORER B
5YBILEEDS) CHET S,

"] (Availability) %%#ézxr474m®7ﬁtz&0ﬁﬁ@?£ﬁ
(ISO/IEC 27000:2018)

MEHYV A2 be—VFER (MHERWFE)  (Compensating Risk Control
Measure (Compensating Control)) : #EERETO—# L LTEBEEN DI X7 a3 b+
2—AFERORFL LT, MIEEWRERINRVWRECERINAZBEDNY R
7 arybua—nFEE (AAMI TIR97:2019)

ERMENY A7 2y ba—AFRE LT, BEEERRETS7 v 75— b
. KBRS —RR2 IS H U /5,

e (Confidentiality) : BAIENTWRWEAN, =2 F 474 XX v¥ERIC
XUT, WRERTET, ERSERVEHE (ISO/MEC 27000:2018)
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3.9 BErRMES OB~ (Coordinated Vulnerabil}ty Disclosure : CVD) : FFEEE T
ZOMOBFBBRER, BHREORFICEE TSV A7 2EBT 372D DERE
FROITADICHEEEF LHAILTTHY ek A (AAMI TIR97:2019)

HE: 2ok, M E FoMERICET A EROBE, % BRE
DIEENRSIEND,

30V A RN —EF 2T 0 FEREVVAT ARRIEREE CRERT 7 EX, #EH,
R, T, W, WES) »oREIRTRY, WER, T4, rTRMEICHE
?6)27m747#4&Wé¢uﬁ0T§$7 B2 LR_AICHER SR TV AR
fB, (ISO 81001-1)

3.01 MEZAET (End of Life : EOL) : WRD T A 7HA 7 MCBOT, BERED
BEITESEEYNESPBLENLORES R T T 484, EOL 202 8B
ST, ERREOL ¥R (2—WF~DiEHNE) BEREIND,

3.12 R — MET (End ofSubport EOS) :H®SDT A 7Y A I BT, BhEE
HFENETOYR—- MEBZPLETIRR, P—ERXPHR— ML, ZORIEEX
RN,

3.13 HEAHEEE - Eﬁ%ﬁé@:ﬁaﬁﬂ—6&%@&&%&%‘&@&%@:31{*1\ RS DIEE
LizBARAEBRETXRIRNBELLFIRETERWI R 724 L 5HHE
(IEC 60601-1:2005+AMD1:2012).

3.14 ZA (Exploit) : MEHMEEZBLCEBRI AT LD X2 VT 4 2BETH2DD
BRE/2 H#E (ISO/EC 2_7039:2015) _

3.15 55t (Integrity) : .7 — & HMERL, EEXXEFEIhEHR, RERFEILLY
EBEINTWARWEE (SO/IEC 29167-19:2016)

3.16 VA *‘/-—-Eﬁ#ﬁ%&l (VHI—H3) (Legacy Medical Device (Legacy Device)) : B
DY A N—EFXa 7 4 OFRICK U CEREMICRETE RV ERES

| 3.17 BBHLE (Non-Repudiation) : &4 L BT, Lo Ehb 28 s8R
L7 4 7 4 ZEEAT 5887 (ISO/EC 27000:2018)

3.18 BEfaE (Patient Harm) : BE DS} 3 ZHRMEE XL E2EEESO/IEC Guidé
51:2014 Z—HEH)

319 F5A A — (Privacy) : BENCEIT 57— 5 OBER BBHARINER AL
RE 5 FAETESULEAERI T 2BAR RV L (ISO/TS 27799:2009)
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320 EE (Threat) : EXx=VUTF42BEL, BEE3IEEZ LEBARE. B, 178
NEFEPFETIEOEX =2 V7 (BEOTEM: (ISO/EC Guide 120)

321@@%?ny(ﬂmmmwﬁ@):?—&mﬁﬁ\ﬁﬁ\&gbxm%~62ﬁ
BEORTVAT AAEL RIETHREEOCSH ZRAXIIEREALNETH 0
DFFE 7 1A (ISO/IEC/EEE 24765-2017 > LK) :

322 7y 77— b (Update) : BRIV 7 by =7 2%&HE LBE. T, B
Xzt 5% E

FEER 1: ISO/IEC 14764:2006 IHRET 5 Y 7 7 = T HRFEBIC HET 5,
BRL2: Ty 77— bid, Sy FRUREEENSEND,

R 3 WIS R U T A RIS SRR Y 7 b =2 T OKR
Thd,

323 NYF— =z (Validation) : FEEEMFRFTE - Lick-T, BRTAE
AXFERCET 2ERFABPBHLSATVWDZ LERETSI L (ISO
9000:2015)

BIE 1 S0 F— MEAT LI, A F—Ua VRET LT SRIERRT,
CER2 AT —va ik, RRENIVEERECEREINLS,

324 BAE (Verification) : FBMFEMEZRRT 5 Z LI Lo T, REEREERHZ
ENTWBZ & 2HERT 5 Z & (ISO/MEC Guide 63)

R 11 BEEO T DICHERFBRRFER L LT, RERROIEH, Bl L35
BXIXEO LY 2—S0ORETHHZLBH 5,

HR 2 BEEOEDITONAEEI, EHIET 0 e R LIEILE T & 2ib 5,
R 3 "RAEEE S LI BEERET LTV B3RBETRT,

:ms%%ﬁ(mewm):—oﬁt@%mm;oT%méhéﬁ%ﬁ@%éﬁ%ﬂ
ITEEROFA (ISO/IEC 27000:2018)

4.0 —RRJF R

FETHE, EFREEZHFRE. Hfl. R, BRI IBICHEBFRESRET &, BEER

BEOTAN—F 2V 7 4 ICET DI —REHRUEZTRT, AV T 202FEBL
THALNTWD HZFEANL, ERBROLSEN2YA A—EF2 )7 1 2R EEES
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C BICEETH D, ZHUHED DT, BEORSERERT S L CERRMREBDN
BT ERES AN,

4.1 ERRES

ERSREOY A A—EX 2V F 12, BEMIREEEINTNS, EX2 T4 DAY
Foo bk, R L RIBROBAESIFEZ T, BBRoTEREEEEN T BARTE
BiepEY 525, BEOHEEGOFEEHIFAZ LEILL-T, HRFDO~VRS
TR T ADBERESENTEREERD S, VA X2 VT 4T HERD A
DEEHESE., 1/ —Lar2EEL, BRETHRMZEFBRELEH 2 BED
BECEATREL T3 & &, BERESORBEHBETIEDICLETHD, ETOE
 EERER. BERBROET A TV I NVEE ST T A Ak a2 ) T 4 iR EERE
SXFARLHPBBENDG, ZhiZik, BAHBRE, BEEEROETA 77V 2EL
T DAI2FRPRA b, BEBSREOTRY T, ﬁﬁ%ﬁm@$%;ﬁ¢6E$$@
fEaAA, TIRGEENCET 2 BB ENS,

42 MEFAT7HA I NDO2E

#4ﬂ—f#a9?4@%ﬁ&w%%ﬁw%¢5uz&m\%%ﬁﬁ&%ngmuc
5, EFREOMAEMIBETILETORBEEL TRHNTIZENEELY, ¥4
St a U T 4 OBEMSEE DROICEET A DI, VAIZeXVAV M ERE
DEF A THA I MTESTEA L, REH, 5, aﬁ&wmwﬁ%ﬁ%@%ﬁﬁmx
WTHFANR—EF 2T 4 VA7 ZFERUERRTAZEBEELY,

ﬁéﬁ&?%zy%4Emﬂﬁyzégélk%%gﬁ%éoﬂﬁ%ﬁ@\ﬁ4ﬁ_t
%2 )T 403y - ARUEMELESALE, ERESBOZSMRCEREEE
HRTHLBEETH D,

43 FERWE

EREBOFA A=t x )T 41k, BEEE, ~NVRFTTuRLY REERET
ERUERREOLRABRILETH D, RTCOEEBREIL, ERBSROET A 7HAIVE
BLT, BEHRTASN—EXx2 )T 4 ) A7 RUBBZHMRAICER, M, &0,
HHEA, MHTH0, ALORETEREL, %®EE%%%EE§Qﬁ%T6%
DD,

44 RaEA

YA A= F2 YT LT IERONEFL. BE2TEX 27 RERBSZRATL
HO TPLC 7 70 —FOEBFATH 2, VA 3 —tFa ) T4 OFREIFTLLD
STOEEEMEES, TIRBIROTREICHEBIICHET 5 Z L AR SND, BiFe
HEFBHAINBZZLICE 2T, RTORELEFEN, BREHEL. BETHI A
T RFMEL. TRICEENRT 2 OEABERIET S, TO—RELT, 2TOH
LRI, ERERRUERTI~NVAYTA Y7 7 DR, HiE, TeftkUE
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Xa VT4 IR LBV A NN—EX2 VT DA VT b, BREOHRIEEIC T
ABARCaIa=r—a et s, FHRLEESTHEEI (Information
Sharing Analysis Organizations : ISAOs} (ZEBRICSING 5 Z LN EEEhE, ZDX
HIRBOMAEITI LT, BRMEZREIRRZLBTEDL, SANTSTFITF o RE
LTEBEND S 5 —oDOFREFFIEL LT, BRMNRRSEEORRIZT RS,

Fio, BEEEDOLTRIANAFT7ur g FRVERBRL—FIZbYERY v—
PEATAI LI, TAVAFARL o THERE RV BD, HEINBICL. AEEe
ZEBRICREL, BT, BAORKNBLESRLET I LRABEISHh B,

5.0 ERHEEEY £ R—k %2 U F 4 OFTIRETZREE

EFMEROV A NN—EX VT 413, BREOET A THA I NVCESTHRET B2 2R
BE L., BEEEPERBSROTRITOREBREUVHBETIHETRAEEERESR
BhHd, MRATOERICIE, 1) Xz ) F o BEFRRICHEZALZ L, 2) RBETE
BIVRIZ=RVAV MNEREEFZERTAZL, ) X2 )7 480, EFEEEL R
TIWERT 21D 0a— I T 2B R R EFEREBER T REEE O OO EEIE
FTAHRIEBREEND, WEEEE, ROTRITERZRMNTAE, BEHLEEBVO
FIAREIZMZ, SENCTRTELBEROLV TV A ZHRETAIZEBEE LY, B
TOEETIE, ZhboOEEHRT A L, BT A 794 7 VOTHRATEEIZE
I AREEE~DHERBEELGIRT D, 2B, EFEERY 7 T OSA 7420
. FEENI. IEC 62304:2006/AMD 122015 IZHES LTV 3,

51 E¥=)7 4 BREREROT —%7 7 Fr Rt

ERET V7%, REBRETHA N A—F2 Y T4 CEEBOCHGTAZ LT LT,
ZENRTREEHOLEITI LD LBELREOTRELZ L VBT Z L NTETH
B ZOXIHIREREA VT Mk, ERFIEOMIE, REHRIERBUITRAT R TR
%@)z&vﬁ/%/bﬁf% BT A 7YV A INEBLEEL BRI BANTE
HEha,

EX2 )T A BREEL, T4 7Y A 7NVORF T 0 AOEREEREBORECIEE
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2. Essential Principles of Safety and Performance of Medical Devices and IVD Medical.
Devices IMDRF/GRRP WG/N47 FINAL:2018 (November 2018)

72 B
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F—A RS YT |
CERT Australiac (CERT A—2X b7 U 7)
https:/fwww.cert.gov.au/ :

AusCERT
https://www.auscert.org.au/

TN .
All Certs in Brazil{( 7 7 ¥ VEWN ® CERT — &)
https://www.cert.br/csirts/brazil/

Vo h
Canadian Centre for Cyber Security(X &+ A4 N—tF =2V 7 4B F—)
https://www.cyber.gc.ca/ :

R
CERT European Union(CERT BRI 4"
https://cert.europa.cu

THUR
ANSM
https://ansm.sante.fr/

. https://www.ansm.sante.fr/Declarer-un-effet-indesirable/Votre-declaration-concerne-un-
dispositif-medical/Votre-declaration-concerne-un-dispositif-medical/(offset)/0

French Ministry of Health and Solidarity(7 7 > A JE&£ERE)
https://solidarites-sante.gouv.f/soins-et-maladies/signalement-sante-gouv-fi/

Shared Health Information Systems Agency(Fx#H EFIE® T AT AFF)
https://www.cyberveille-sante.gouv.fr/

ANSSI - National Agency for Information Systems Security(BRFHR AT 2EF 2V T
Ty .

https://www.ssi.gouv.fr/en/
Fog

CERT Germany(CERT K /)
https://www.cert-bund.de/

AFVT
https://www.csirt-ita.it/
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A4 -
Japan Computer Emergency Response Team/Coordination Center(JPCERT = —5 4 R —3 =

& 2 & —:JPCERT/CC)
https://www jpcert.or.jp/vh/top.html or https {www jpcert.or Jp/engllsh/

VU B—V
SingCERT
https://www.csa.gov.sg/singcert/news/advisories-alerts

KE
Industrial Control Systems CERT(ZEZ£#| #1327 2 CERT:ICS-CERT)
https://www.us-cert.gov/ics

US CERT(CERT k[E)
. https://www.us-cert.gov/
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